
Solutions for security

General Data Protection 
Regulation (GDPR)

What is it?

The General Data Protection Regulation (GDPR) (Regulation (EU) 

2016/679) is a regulation by which the European Parliament, the 

Council of the European Union and the European Commission 

intend to strengthen and unify the protection of personal 

data within the European Union (EU) and address the export 

of personal data outside the EU. The Regulation was adopted 

on 27 April 2016. It applies from 25 May 2018 after a two-year 

transition period and, unlike a directive, it does not require any 

enabling legislation to be passed by national governments. The 

Regulation supersedes the Data Protection Directive from 1995 

(Directive 95/46/EC). The primary objectives of the GDPR are to 

give EU residents control of their personal data and to create 

accountability for those controlling and processing that data 

while simplifying the regulatory landscape.

What does the GDPR require? 

The GDPR requires that organizations that control or process 

personal data of EU residents abide by six principles: 

lawfulness, fairness, transparency; purpose limitation; data 

minimization; accuracy; retention; integrity and confidentiality. 

Additionally, an organization must meet at least one of several 

processing conditions and, ultimately, be able to prove its 

compliance with the requirements of the GDPR. The GDPR 

also grants substantial rights to EU residents related to their 

personal data. These rights include the right to be forgotten 

and data portability. The rights granted under GDPR are 

proving to be the more difficult aspects of the Regulation for 

companies to understand.

What does it mean for print?

With the May 2018 deadline drawing increasingly closer, 

and the threat of big fines looming large (the GDPR gives 

supervisory authorities the ability to audit, issue warnings and, 

ultimately, levy substantial fines for noncompliance), now is the 

time for organizations to get their houses in order. And that 

includes the print and document management infrastructure—a 

confirmed weak spot when it comes to security and protecting 

data. Take a moment to think of how much information, 

potentially containing personal data, is either printed or 

scanned using multifunction products (MFPs). This data needs 

to be tracked and adequately protected.

When it comes to security, the print environment is just as 

important as any other part of an IT network. Research by 

Quocirca estimates that, of the millions of business printers 

in the world, only two percent are secure. In its most recent 

research on the topic, it found that 63% of businesses  

surveyed experienced one or more print-related data  

breaches. Yet it is often unclear whose remit and responsibility 

the print environment is inside of an organization. As a result, 

many companies are guilty of allowing unprotected printing 

features or failing to ensure their print devices are safeguarded 

from threats.

Without adequate protection, cyber-attacks can easily gain 

access to multifunction products (MFPs) and the data on them 

via malware—one of the fastest-growing forms of cyber-attack 

and one of the most dangerous. From the MFP, attackers can 

bypass company firewalls and gain access to unencrypted data 

available across entire IT networks.
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What is Lexmark doing in order to be compliant 
with the new law?

Like most companies around the world that do business in  

the EU, Lexmark has been closely monitoring the  

development of the GDPR. Since its creation, GDPR has 

prompted Lexmark to review, validate, and where necessary, 

augment its privacy program in order to meet the new 

requirements. Among other steps, Lexmark has appointed a 

Data Privacy Officer, revised its Privacy Policy, and continues  

to enhance its cybersecurity posture. 

What can I expect from Lexmark as a partner? 

Lexmark devices are GDPR-ready, providing multiple, built-in 

security features allowing customers to meet several aspects of 

GDPR requirements. The security features are available across 

the entire product line and include access controls, audit logs 

and embedded OS protections. Features that competitors are 

just now integrating into their devices have been standard for 

many years for Lexmark.

 } Encrypted and signed firmware ensures that only  

firmware created by Lexmark’s systems can be installed  

on our devices.

 } Secure boot technology validates that the firmware 

installed on the printer is genuine Lexmark firmware.  

Should non-genuine firmware be detected, users  

receive notification.

 } Continuous verification ensures the firmware has not been 

tampered with during operation.

 } Secure access features restrict who can use your devices 

and what they can do.

 } Network security features protect devices from 

unauthorized access over network interfaces.

 } Document security features keep your documents—whether 

physical or virtual— out of the wrong hands or views.

 } Secure remote management provides a wide range of tools 

and device capabilities to effectively manage a fleet of 

networked laser printers and multifunction products.

 } Security solutions enhance the security of Lexmark  

devices and your environment by meeting specific  

objectives like card authentication, print release and 

automatic certificate enrollment.

 } Hard disk security protects Lexmark printers and 

multifunction products that contain internal hard disks with 

a virtual shield to protect your organization’s secrets.

Does the GDPR apply to my organization?

If your organization is handling personal data of EU residents  

in the offering of goods or services inside the EU then the 

answer is most likely yes. Unlike the Directive, obligations  

under the GDPR apply to controllers and processors 

(subcontractors) equally.

What should my organization do?

All organizations should take the time to understand how 

they handle the personal data they collect both externally 

from customers and internally from their own people. This 

understanding should take into account the six principles 

required by the GDPR as well the rights granted to individuals. 

At nearly one hundred pages, the GDPR is a groundbreaking, 

complicated regulation and organizations should seek the 

advice of their own privacy professional or legal counsel as 

they ready themselves for May 2018.

Ask your Lexmark representative for details

Lexmark will continue to provide innovative, secure 

products that assist customers on their path to  

GDPR compliance.


