
Solutions for security

Lexmark Secure Document 
Monitor with Endpoint ID

© 2017 Lexmark. All rights reserved.

Lexmark and the Lexmark logo are trademarks or registered trademarks of Lexmark International, Inc. in the United States and/or other countries. All other trademarks are the 
property of their respective owners.

lexmark.com

Key Benefits

 } Collect data from all sources: LSDM and Endpoint ID work 

together seamlessly to collect information from every 

source—from paper to digital, and everything in between.

 } Investigate and build cases easier: With a single, 

unified dashboard that allows you to monitor all users 

and information from one place, you’ll be able to better 

understand how your data is being used, and build more 

robust case files and investigations. 

 } Increase insight with tailored monitoring: Endpoint ID 

allows you to set customized rules, keywords and alerts 

that are unique to your business, for a detection solution 

that provides you with insight that’s tailored to your specific 

security needs.

 } Simplify compliance: Automated compliance mapping 

provides real-time reports on the status of your pre-set 

initiatives, revealing gaps in compliance by individual 

endpoint, group, department or organization as a whole.

Key Features

 } Automated document capture: Capture and archive 

images of all documents printed, copied, scanned, faxed or 

accessed from the MFP (print and digital)

 } Next-level data loss prevention: Gain comprehensive 

insight into every stage of the data lifecycle

 } Identity-based monitoring: Monitor user behavioral cues or 

patterns that could indicate threats or liability

 } Activity statistics: Monitor web and application usage to 

identify productivity issues

 } Infrastructure management: Receive endpoint updates 

regarding system performance and unauthorized processes

Learn more at lexmark.com/security

gives you complete insider threat protection. By leveraging 

the capabilities of Lexmark Secure Document Monitor (LSDM) 

and IID’s Endpoint ID, you’ll have greater visibility and in-depth 

insight to monitor threats and vulnerabilities with increased 

ease. Here’s how:

Securing your business-critical data can be a real challenge, 

especially when it comes to leaks and breaches that are carried 

out by internal actors. You need technology that protects your 

information from all angles. That’s why Lexmark teamed up 

with Intelligent ID (IID) to provide an end-to-end solution that 

1. Capture an image of 

every document

2. Route captured images  

to a single, unified 

monitoring dashboard

3. Monitor data usage and 

employee behavior for 

potential patterns, issues 

and threats

4. Investigate possible 

threats with pre-configured 

rules and searches, and 

build cases as evidence  

is collected

5. Prevent security breaches 

by uncovering potential 

threats and taking 

appropriate action


