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Executive Summary 
 
As cyberattacks continue to increase, capitalising on the new vulnerabilities of remote working, securing the 
print infrastructure – across the office and home environments – must be a strategic priority. Quocirca’s Print 
Security Landscape 2020 study reveals increasing concerns around the risks of printing, and declining confidence 
in the ability to protect the print infrastructure against security breaches. The attack surface has now expanded 
to encompass remote endpoints such as home printers, which may fall through the gap of traditional print 
security measures.  
 
This heightened exposure to possible data loss is leading organisations to lose confidence in the security of their 
print infrastructure. Just 21% of IT Decision Makers (ITDMs) say they are completely confident, compared to 
33% prior to the COVID-19 pandemic. In the past six months, 64% have reported a data loss as a result of 
unsecure printing practices, with reasons ranging from improper disposal of confidential information by 
employees to device malware. This is leading to an average cost of a data loss reaching £1.2 million in the US 
and £825,000 in Europe, significantly higher than in 2019. This can be attributed to the likelihood that 
organisations are improving their capabilities around detecting and reporting on data losses.  
 
Despite the significant levels of data loss and associated cost, ITDMs still place print security much lower on the 
IT security agenda. While email, networks and cloud are ranked in the top three, securing printing is in seventh 
place. With 77% of ITDMs indicating that printing will remain critical (29%) or very important (48%) to their 
businesses in the next 12 months, organisations cannot afford to be complacent.  
 
While many are implementing a range of measures such as risk assessments, pull-printing, analytics and content 
security, adoption varies widely by region. According to Quocirca’s Print Security Maturity Index, based on the 
number of measures implemented, just 19% of organisations are considered Print Security Leaders. This rises to 
28% in the US and falls to 12% in the UK and Germany. Print Security Leaders are more likely to spend more on 
print security and report higher levels of confidence. 
 
Adapting to any crisis requires action. As remote working becomes a permanent feature for many organisations, 
ITDMs cannot ignore the potential threats and vulnerabilities from printing in the home environment. As more 
organisations turn to a zero trust model to enforce more stringent access controls both inside and outside the 
network perimeter, the print infrastructure must adapt accordingly. The hybrid workplace is here to stay and it 
is imperative that organisations mitigate the risk of data loss by protecting printing endpoints in both the home 
and office environments. 
 
This study is based on the views of 508 IT Decision Makers (ITDMs) in the US and Europe. The report also includes 
detailed profiles of print security offerings from the major print manufacturers and key ISVs.  The following 
vendors participated in this study: 
 
Manufacturers: Brother, Canon, HP, Konica Minolta, Lexmark, Ricoh, Xerox 
ISVs: EveryonePrint, LRS, MPS Monitor, PaperCut, Pharos, Printix, Ringdale, Y Soft 
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Key findings  
 
 

• COVID-19 has accelerated the move to remote working and cloud computing. Before the pandemic, 
an estimated 39% of employees worked from home all or part of the time; this is expected to rise to 
48% after offices fully reopen. The crisis has also embedded confidence in the use of cloud services – 
34% of organisations are currently using cloud for all their IT requirements, rising to 43% of 
organisations by the end of 2021. 

 

• IT security remains the top investment priority over the next 12 months. 67% of ITDMs say IT security 
is one of their top three investment priorities. Cloud is second in importance (44%) followed by 
managed IT services (42%) and managed print services (35%). Today 63% of organisations are using an 
MPS, while half report that they are using a Cloud Print Service. 
 

• An ongoing reliance on printing creates the need for effective print security. 28% of organisations 
indicate that printing will be critical to their business in the next 12 months. Once offices reopen, 73% 
expect home printing volumes to increase, with 59% anticipating that office printing volumes will do 
likewise. As the hybrid workplace evolves to encompass both home and office printing, ITDMs need 
effective print security tools in place to minimise the risk of this expanded threat landscape.  
 

• Adoption of print security measures varies widely by region. The most commonly implemented 
measure is a formal procedure for responding to print security incidents (48%). 43% of ITDMs have 
revised their BYOD policy for home printers; this is most likely to be the case in the US (48%) and least 
likely in the UK (33%). Pull printing, where output can only be released to authenticated users, is least 
common in France. Overall, 34% of organisations overall have adopted a zero trust model, rising to 44% 
in the US. 
 

• According to Quocirca’s Print Security Maturity Index, only 19% of the organisations can be classed 
as Print Security Leaders. These organisations have implemented six or more security measures, and 
report higher levels of confidence in the security of their print infrastructure. This rises to 28% in the 
US and falls to 12% in the UK and Germany. Print Security Leaders are more likely to spend a higher 
amount on print security and report higher levels of confidence. 

 

• Confidence in how well the print infrastructure is protected against security breaches has decreased 
since the onset of COVID-19. Prior to the pandemic, 33% of ITDMs said they were completely confident, 
compared to 21% now. The steepest drops are in the US (50% to 33%) and the professional services 
sector (43% to 27%).  
 

• In the past six months two thirds of organisations have experienced data losses due to unsecure 
printing practices. This rises to 74% in the US and drops to 57% in Germany. This has led to a mean cost 
per data breach of £1,023,168 (£1,238,411 in US and £825,243 in Europe). SMEs are more likely to have 
suffered a print-related data loss in the past six months (69%), with professional services the most 
affected sector.  
 

• Just over a third (37%) of ITDMs are very satisfied with their suppliers’ print security capabilities. This 
drops to 31% amongst SMEs, and 23% within the public sector. Just 18% of organisations in Germany 
are very satisfied, compared to 55% in the US. Notably, just 17% of ITDMs overall would turn to an MPS 
provider for print security guidance, while 23% would consult a print manufacturer. 
 

• Almost 40% turn to Managed Security Service Providers (MSSPs) for print security advice. 37% 
indicate that MSSPs are their primary source of guidance, rising to 45% in the US and 40% among SMEs. 
23% would turn to a print manufacturer and 17% would consult an MPS provider. This points to an 
opportunity for MPS providers and channel partners to collaborate more strongly with MSSPs. 
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Vendor landscape 
Quocirca has created a snapshot of the positioning of vendors in the Global Print Security market (Figure 21). 
Please note due to varying service offerings for each vendor, and regional differences this is intended for 
guidance only. 
 
The graphic represents Quocirca’s view of the competitive landscape for vendors based on the following 
categories: 
 

1. Leaders: Vendors with strong strategic vision and a comprehensive print security product and service 
offering. Leaders have made significant investments in their service portfolio and infrastructure and 
also demonstrate a strong vision for future strategy.  

2. Major players: Vendors that have established and proven offerings and are continuing to develop 
their service portfolio. 

3. Contenders: Vendors that are investing in resources, infrastructure and partnerships to expand their 
solutions and services offerings, regionally or globally. 

 

 
 

Figure 1. Quocirca Print Security Vendor Landscape 

 

 
 
 
  



Print Security Landscape, 2020   December 2020 

 
 
© Quocirca 2020  6  

 

Vendor Profile – Lexmark 
 

Quocirca opinion 
Lexmark has recently expanded its security strategy to focus on a broader, more systematic ‘secure by design’ 
approach. This new approach extends beyond hardware-specific security features to include the way hardware 
and software is designed and built, as well as how vulnerabilities and patches, third-party validations and 
certifications, are managed. The company is committed to its Secure Software Development Lifecycle (SSDL), a 
transparent and comprehensive development process that addresses the features it builds, the testing it 
conducts, vulnerability response process and more.   
  
Partnerships with vendors such as Elatec, HID Global, OnGuard Systems, Symantec, Kofax, Pharos, Ringdale, 
Papercut, LRS and Plus Tech, play a key role in Lexmark enabling customers around the globe to create an ideal 
state and address specific security needs, on a departmental as well as organisational level. In 2020, Lexmark is 
the first printer manufacturer to achieve ISO 20243 certification on an entire printing device. ISO 20243 is an 
accreditation that certifies the supply chain integrity of hardware products, evaluating development practices, 
supplier management, related IT systems, manufacturing processes, and logistics.  
  
Lexmark continues to invest in and build out its professional services security expertise, assessment practice, 
cloud strategy and device security solutions. Its assessment practice is implemented by a team of security 
experts who use a variety of internally developed and industry standard tools. Offerings include: a print 
security maturity survey, which quickly scores customers’ practices and provides customised but broad 
security recommendations. A security needs assessment digs deeper, evaluating access controls, network 
settings and firmware levels to develop very specific recommendations. Lexmark’s document security 
assessment provides an analysis of how documents are used in an organisation with a focus on reducing 
misuse or theft of information.   
  
Lexmark is also working towards enhancing its managed security services offering. These 
new developments will strengthen its current MPS offerings as well as make new services available to 
customers who manage their own fleets. Planned enhancements will simplify maintaining firmware levels, 
network settings and access controls across a fleet. Lexmark is also looking to develop solutions related to 
information protection, document authenticity and the management of physical object authenticity.    
  
 

Product overview 
 
Hardware 
Core security is built into every Lexmark product - standard security features include encrypted and digitally 
signed firmware, secure boot technology, continuous verification and secure by default firmware. Lexmark 
also has plans to update its encrypted print strategy, to keep up with the latest in cryptography and to expand 
the scope of supported solutions to its latest offerings.  
  
Key features include:  
  

• HDD overwrite. Devices offer a file-based automatic wipe capability that is compliant with the 
National Institute of Standards and Technology (NIST) and US Department of Defence (DOD) 
that immediately overwrites areas of the disk used for job processing.   

• Run-time intrusion detection. Lexmark has developed a chain-of-trust process to check and validate 
the integrity of a device’s operating system during start-up, normal operation and execution of 
internal applications. There are several checks and tests that occur and if any of the tests fail, the 
device halts operation of all processes and reports an error. This continuous verification ensures that 
the device has not been tampered with and any attempt at intrusion is futile.  

• BIOS protection. A secure start process and operating system protections ensure that only trusted 
firmware is installed on Lexmark devices.   
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• SIEM integration. Audit logging available on Lexmark devices can be sent to any SIEM using industry 
standard formats.  

• User monitoring. Lexmark Print Management (cloud, hybrid and on-premise versions) enable print, 
copy, scan and fax activity to be tracked by user. Easy to use dashboards provide administrators with 
full visibility.  

• Lexmark Secure Document Monitor (LSDM). Helps deal with threats inside customers' organisations, 
such as the intentional or accidental release of sensitive documents or information. LSDM lets the 
customer see every document that is printed, copied, scanned or faxed through a Lexmark device, 
and allows for discovery alerts to notify authorised users when keywords or phrases are found.  

• Access controls. Supports authentication via CAC/PIV (smart card), proximity and PIN. Customers are 
also able to enhance security by controlling access permissions to specific menus, functions, and 
workflows on each device, examples include: copy, scan to email, scan to fax, scan to FTP, print held 
jobs, printing from and scanning to USB devices, and access to and launching embedded applications.  

• Remote printing. Lexmark’s Cloud Print Management solution allows remote workers to print 
conveniently and securely to networked printers and multifunction devices that are outside the 
corporate network.   

• Encrypted data. Solutions include Lexmark’s proprietary PrintCryption protocol and standards-based 
solutions such as Secure IPP and IPsec.  

• Data Loss Prevention. Lexmark works with a variety of DLP vendors to verify the capability of 
monitoring printed documents as well as documents scanned into monitored systems for full end-to-
end document security. Lexmark will be upgrading its DLP solution for additional integrations into 
partner DLP solutions later in 2020 and into 2021.  

• Cloud print security. Users are required to authenticate to access device features providing tracking 
and accountability and securing printed output. Instead of sending documents through a print server 
to a designated print device they are transferred to the Lexmark cloud where they are held until a 
user authenticates at the printer. For organisations with compliance concerns, a hybrid option holds 
print jobs on the users’ PC instead of sending them to the cloud. Additionally, Cloud Print 
Management can be implemented through Lexmark’s Cloud Print Infrastructure as a Service, 
eliminating another level of risk through the deployment of a modern fleet with a consistent set of 
security features and capabilities.   
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Appendix 1: Demographics and research process 
 
508 IT decision makers were interviewed, all with responsibility or involvement in the management and control 
of their organisation's print infrastructure and its security. They were based in the USA, UK, Germany and France. 
A range of business sizes and industry sectors were covered including professional services, industrials, financial 
services, the public sector and retail. 

The breakdown of the 508 interviews by country, industry sector and business size is provided below: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
  

20%

20%

20%

40%

Region

France Germany UK US

52%
34%

14%

Size

1,000 plus 500-999 employees 250-499 employees

34%

18%
22%

14%

12%

Industry

Business/Prof Services Finance

Industrials Public sector

Retail
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About Quocirca 
 
Quocirca is a global market insight and research firm specialising in analysing the convergence of print and digital 
technologies in the future workplace. 
 
Since 2006, Quocirca has played an influential role in advising clients on major shifts in the market. Our consulting and 
research is at the forefront of the rapidly evolving print services and solutions market, trusted by clients who are seeking 
new strategies to address disruptive technologies. 
 
Quocirca has pioneered research in many emerging market areas. More than 10 years ago we were the first to analyse the 
competitive global market landscape for managed print services (MPS), followed by the first global competitive review of 
the print security market. More recently Quocirca reinforced its leading and unique approach in the market, publishing the 
first study looking at the smart, connected future of print in the digital workplace. The Global Print 2025 study provides 
unparalleled insight into the impact of digital disruption, from both an industry executive and end-user perspective. 
 
For more information, visit www.quocirca.com. 
 
 
Disclaimer:  
This report has been written independently by Quocirca. During the preparation of this report, Quocirca has spoken to a 
number of suppliers involved in the areas covered. We are grateful for their time and insights. 
 
Quocirca has obtained information from multiple sources in putting together this analysis. These sources include, but are 
not limited to, the vendors themselves. Although Quocirca has attempted wherever possible to validate the information 
received from each vendor, Quocirca cannot be held responsible for any errors in any information supplied. 
 
Although Quocirca has taken what steps it can to ensure that the information provided in this report is true and reflects real 
market conditions, Quocirca cannot take any responsibility for the ultimate reliability of the details presented. Therefore, 
Quocirca expressly disclaims all warranties and claims as to the validity of the data presented here, including any and all 
consequential losses incurred by any organisation or individual taking any action based on such data. 
 
All brand and product names are trademarks or service marks of their respective holders. 
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